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UHCTPYKUNN 3A HA CTPOUKU U rNnoarincBAHE
c Adobe Acrobat DC

3a Windows onepayuoHHuU cucmemu

Ako HsamaTe nHctanmpaH Adobe Acrobat DC moxe ga ro usternure oT TyK.

1. Hacmpoliku:

OT meHtoTO Ha Adobe nsbupare Preferences - Categories: Security (Enhanced)

Preferences X
Categories: Sandbox Protections
Commenting []Enable Protected Mode at startup Run in AppContainer
Documents
Full Screen Protected View (®) Off
Genera! () Files from potentially unsafe locations
Page Display
O All files
Accessibility
Adobe Online Services Enhanced Security
Email A t
Fmal ceounts []Enable Enhanced Security [] Cross domain log file View
orms
Identity
Internet Privileged Locations
JavaScript If your workflows are negatively impacted by security settings, use Privileged Locations to
Language selectively trust files, folders, and hosts to bypass those security setting restrictions.
Measuring (2D) Privileged Locations allows you to work securely while granting trust to items in your
Measuring (307) waorkflow.

Measuring (Geo)

Ily trust documents with valid certification
Multimedia & 3D <
Multimedia (legacy)

II).r trust sites from my Win OS security zone:
Multimedia Trust (legacy)
Reading

View Windows Trusted Sites

Reviewing
Search
Secuy
Spelling
Tracker

Trust Manager
Units

Add File Add Folder Path Add Host Remove

What is Protected View?  What is Enhanced Security? ~ What are Privileged | ocations?
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Categories: Signatures — Creation & Appearance 6yToH More...

Creation and Appearance Preferences X
Categories: Creation
Digital

Commenting .
Documants r Default Signing Method: -
Full Screen

Default Signing Format: | CAES-Equivalent v
General
Page Display When Signing:
Accessibility Vel [ Show reasens

Adobe Online Services
Email Accounts

Forms [ Include signature's revocation status
Identity
Internet Ide
JavaScript

[[1Show lacation and contact information
More...

[ View decuments in Preview Mode
Enable Review of Document Warnings: | When certifying a document ~
Language
Measuring (20)
Measuring (30)
Measuring (Geo) Do‘ se medemn user interface for signing and Digital ID configuration ,
Multimedia & 3D
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

More...

Prevent Signing Until Warnings Are Reviewed: | When certifying a document

More...

Appearances
Reviewing

Search Wkapos
Security

e TR T T

Tracker

New...

> Edit...

Duplicate
Trust Manager
Units Delete

Help Cancel oK

Categories: Signatures — Verification 6yToH More...

Verify signatures when the document is opened

When document has valid but untrusted signatures, prompt to review and trust signers

Verification Behavior
When Verifying:

() Use the document-specified method; prompt if unavailable

@ Use the document-specified method; if unavailable, use default method

(O Always use the default method: Adobe Default Security =

Require certificate revocation checking to succeed whenever possible during signature verification
Use expired timestamps

[]Ignore document validation information

Verification Time Verification Information

Verify Signatures Using: Automatically add verification information when saving
signed PDF:
@ Time at which the signature was created

. . (® Ask when verification information is too big
Secure time (timestamp) embedded

in the signature O Always
(O Current time ) Never
Windows Integration

Trust ALL root certificates in the Windows Certificate Store for:

Validating Signatures

Validating Certified Documents

Selecting either of these options may result in arbitrary material being treated as trusted content.
Take care before enabling these features.
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2. [lodnuceaHe Ha dokymeHm ¢ eepadeHama ¢hyHKuus Ha Acrobat Reader DC.

a. OTBapaATe  [OOKyMeHTa, KOWTO WUckaTe fga nognuwete U u3bupate  MeHI
Tools = Certificates:

Home Tools WHerpykuws 2a nog...

Q

&

Comment Fill & Sign Edit PDF Export PDF Create PDF

| Open |~ | | Cpen | = | | Open | = | | Open | = | | Open |- |

Combine Files Share Stamp Measure Certificates

| Add | = | | Open | = | | Open | = | | Open | = | | Open | = |

b. Wsbupate onuwms Digitally Sign:

Home Tools Whcrpykuna 3a noa... %

w B8 Qoo O oo

Certificates Q‘Q Digitally Sign l:hG) Time Stamp

c. Coc 3agbpXaHe Ha neBud 6yTOH Ha MULWIKaTa ovyepTaBaTe MACTOTO, HA KOETO XeflaeTe Aa
pa3nonoXxumte noanunca:

d. Cnep oyepTaBaHe Ha MSICTOTO 3a pasrnofIOKEHME HA Nognuca, ce nosiBsiBa ekpaH 3a n3dop
Ha cepTudwmkart. Mpu NbpBOHAYanHoO NoAnUCcBaHe ¢ HOB NOCTaBEH MNOAMNUC Ha KOMMIOTLPA €
xenaTernHo cepTudukaTa ga 6bae oBEpPEH.
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- ToBa ce npaBu npe3 n3dop View Details

Sign with a Digital ID

Choose the Digital ID that you want to use for signing: Refresh

® | Shkarov (Windows Digital 1D) Jetails
Issued by: B-Trust Operational Qualified CA, Expires: 2024.02.08

Configure New Digital ID Cancel Continue

- WN3bupa ce “Show all certification paths - MokasBa ce npo3opel Acrobat Security, koWTo ce
found”. OT eTtuketute/tabs ce wu3bupa Trust m noTebpxaaea c OK.
HaTucka OyToHa Add to Trusted Certificates..., Aerabat secury x
KaTo cneasawmte ABe OEWCTBUSA ce NOBTapsAT no- A e the it cemings youwil need 0 el any Snees 9 <as the
OTOenHoO 3a BCEKkM eauvH  OT  BuAMMUTE By drectly tsting iesignrs dertity you rcoverding all nhred st setings
ceptTudmkaTuTe B NABOTO none. Ako ByToHa He e
aKTMBEH 3a HsKOW OT u30paHuTe cepTudukaTi Cancel
0O3HayaBa, Ye HacTpovikaTa Beye € HanpaBeHa. ) B Import Contact Settings ce Mapkupam
- 3adB/KUMESTHO NocoyYeHuUme no3uyuu:
Cereste Viewst * Import Contact Settings b

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to

the selected entry.

| 21 Show all certification paths found I

<

3 B-Trust Root Qualified C/

=2 B-Trust Operational C
hkarov <mshkar,

>

Source of Trust cbtained from the Windows trusted certificate store.

Trust Settings Expiration:  8.2.2024 . 3:00:00

This certificate is trusted to:

4
4
X

@ The selected certificate path is valid.

The path validation and revocation checks were done as of 2022/06/03 10:26:47 +03'00"

Validation Model: Shell

Summary Details Revocatioo\ic\as Legal Notice = e g

Certificate Details

Subject: Shkarov <mshkarov@borica.bg>

Usage: Digital Signature, Non-Repudiation, Encrypt Keys

Trust
Sign documents or data

A certificate used to sign a document must either be designated as a trust anchor or
Certify documents chain up to a trust anchor in order for signature validation to succeed. Revocation
checking is not perfformed on or above a trust anchor.

Execute dynamic centent that is embedded in a certified
decument | Use this certificate as a trusted root |
Execute high privilege JavaScripts that are embedded in 2 If signature validation succeeds, trust this certificate for:

certified document

Signed documents or data
Perform privileged system operations (networking,

printing, file access, etc.) [ Certified documents

2 Dynamic content

Add to Trusted Certificates... Embedded high privilege JavaScript

E%tn{v“:leged system operations (networking, printing, file a(:ess,;

- MoTBbpXXaaBa ce 3aTBapsHETO Ha Npo3opuunTe ¢
aea nbT OK 1 ce BpbLaTe B U3bop Ha cepTudukar.
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e. Mapkuparte xxenaHusa ceptudukat n nsbupare 6ytoH Continue.

Sign with a Digital ID

Choose the Digital ID that you want to use for signing: Refresh

Shkarov (Windows Digital 1D) View Details

Issued by: B-Trust Operational Qualified CA, Expires: 2024.02.08

Configure New Digital ID Cancel Continue

f. Bwusyanusumpar ce gaHHuTe 3a M3bpaHusa cepTudmKaT 1 NOANUCBAHETO CE U3BLPLLBA, Ype3
6yToHa Sign.

g. WN3bupate kbae aa 6bae 3anucaH noagnucaHuaT ann B OTBOPUNUSA ce nposopew n nsbmpare
OyToH Save.

h. KomnioTbpa we mnancka PIN, kato nocnegHa ctbnka. BbBexgaTte n noTeBbp)KaaBaTe.

i. MMoanucaHuat OOKYMEHT Tpﬂ6Ba narmnexmgna no cxogeH HavnH:

|&b Signed and all signatures are valid. I Signature Panel

Date:

20220418 Shkarov
'13:04:43 +03'00

ope B NsBO Ha OOKyMeHTa TpsibBa Oa M3nu3a KakTo € Mnokas3aHo, Ye LOKYMEHTa € YCMeLwHo
nognucaH n sepuguumpaH.

HacTpownkuTte ca 3aBbpLueHn!

3. lMpoBepka / BanupaumMss Ha €eneKTPOHHO MoAMMCaH [OKYMEHT MOXe [a HanpaBute Ha
B-TRUST | Ksannduumpana ycayra 3a saangaumsa (Qualified Signature Validation Service)

3a KOHTaKTu:

T: 0700 199 10

M: *9910

e-mail: support@borica.bg
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